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1. Target analysis

After install it use PeiD to know more about this target (if this is packed or about some crypto
signature):

7€ PED v0.93 M=
File: | iC:YProgrammitlClick DYD ko Divie Avildvdtoayi.exe EI
Entrypaint: | 00S8FO01 EP Section: | ,aspack =]
File Offset: | 00051001 First Bytes: |&0,ES,03,00 ﬂ
Linker Info: | &.0 Subsystem: | \Win3z Gl ﬂ

ASPack 2,12 - = Alexey Solodovnilonw

Multi Scan Task viewer Cptions about | E ik |
v Stay on top B | -=
Fig. 1

Well try to unpack it with Stripper V2.07f, it succed, now scan again the target in order to
know the compiler and check about some signature:

€ PED v0.93

File: | \Programmit 1 Click DYD ta Dive Avildvdtoavi.exe EI
Entrypoint: | 00095025 EP Section: | . kext ﬂ
File Offset: | 00095125 First Bytes: |55,8B,EC,68 | > |
Linker Info: |&.0 Subsystem: | Win32 G ﬂ

Microsoft Yisual C++ 6.0

rulki Scan Task Wiswer Qptions about | Exit |
[v Stay on kop e | -=
Fig. 2
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KANAL v2.82

File CiWProgrammitl Click DWD to Dive Avitdudtoaw

+- CRC1G [word] 1 000D 4E40 1 004D 6C40

About

Detected 1 crypto signature (in 0.65)

Fig. 3

Launch the unpacked target, it work well then no CRC about unpacking protection was added.
Now is time to step into the code and patch it to keep full registration (plase note also that tut
is pointed to show how do the serial code reversing then no more info will be write on this,

simple, manual unpacking).

2. Cracking stage

Load target in OllyDbg then right click and select Search for -> All referenced text strings:

OllyDbg - dvdtoavi.exe - [CPU - main thread, module dvdtoavi]

File Wiew Debug Plugins  Options  Window  Help

Bex| wju] wijvd] ¥ 2 =+ L|E|M|T|W/H|[c|/|K|B|R

e

A84550586 || V5 B "
aaasEpze|] . A 1| Find references to
aa43503A || . E2 O

»

3 Mame in all modules
aaq2c0zF (| . 59 Wiew 4

3

3

Cammand
Sequence of commands

foiocnoe|| D BBch  Copyto executable
ao425097 || -~ 75 B -
bpascnos|| ER 1 Analysis

= Costr
oo4ceoni|| 3 33pe  Bookmark »| Binary string

@a43s0As] . 23VS Dump debugged process

aad4ssnnE|l . EE B All intermodular calls

FA SERIND coic
| Appearance ¥ Al commands
EBF=6B12FFF&a &l sequences

dudtoawi.<Modu leEntruPoint > All EDTStants
Address | Hex dump all switches
BO4C 10D 6D 6D 6D
BA4C1A16|E3 BA 4R
AAAC1acn| £0 OF 45 08|31 13 4 OB B 1% 4B oB| 58

creneEepsd e sam T
BE4C1RE| OO 7D 4A 68| 1A 7E 4A 90|53 7E 40 06| 3¢ | User-defined comment

e T e R B L i T T e T T B T Y P N R R P |

All referenced

Address |Her dump Dizassembly Comment
rs oo FUSH EEF
BE455026|| . BEEC now EEP, ESP
e aree——
Boascoor|| | es g Backp v SE handler installat
anacsnz4|| L 64:A Copy [
aa45s503A(] . S8
aa42c02e|] . &4:8 Binary [
&a455042|| . S3EC
aa4acp4c|l . 53 Assemble Space
aa455046(] . S8
aa4ac047(] . 57 Label :
aad5s04s|| . 8965 21,ESP
ggjgggg? 0 g;ég Comment i FHEL3Z.Getlersiol kernel32.Getlersion
dne| e Dee ) e
i B 1
ppadcpes|| o gopp|  Funtrace ¥ 51,ECH
@a455069|| . C1EL
aa4acnec|| . B3CA  Gorg »
il S e
. Fallow in Curmny 3
&3455077 (| . A3 A ) P 31, ERY
Ba49507C() . &6A 8 View call tree Chrl+k
Ba45507E| | .
amdss0a3(] . 59 - - -
aa4acpad|| . Search Far Marne {label) in current module ChrHM

Ctr+F
Chrl+3

Ctr+EB
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Now scroll to the top and then right click to perform a text search, we have to know if there
are some string referred to registration, typical string to search can be Thank, you, serial or
similar stuff, well start with Thank string.

OllyDbg - dvdioavi.exe - [Text strings referenced in dvdioavi: text]
File - View  Debug  Plugins  Ophions  Window - Help

S« x| w1 w4 1] | i LIE/M|T|W/H|c|/|K|B|R|..|S| iZ|if]?]

Address |Disassembly |TEH1: =tring
Sgigiggg EHEH gugtnau@ TARO AN G CASETT FConeet =eern £ile for writing™
udt oz i ir Di nes"
BG401E8B 0D EDY. dudtg | olow in Disassembler Enter sding time:"
HE4E1851 | PUSH dudtoawi ward pass not supported™
BE4E1BES| PUSH dudtoawi Search Far k 1is tupe of pass is not supported.”™
BE4Ea1FEE| PUSH duwdtoawi
BE4@28ED| PUSH duwdtoawi Search next Chrl+L ward pass not supported™
BE4E21B4 | PUSH dudtoawvi R
BE4EZE4E | PUSH dudtoawi .
AE4EZEEE| PUSH dudtoawi|  Toggle breakpoint Fz 3"
AR4E2262 | PUSH dudtoawvi - ) .
BE4E2265| PUSH dudtoawi  Conditional breakpoint Shift+Fz2 5
BE4E237E | PUSH dudt i - . .
AR4EZo06 | PUSH dﬂdtﬁjﬂt Conditional lag breakpaint Shifk+F4 e

28482233 PUSH dudtoawi
SSESEEEE EHEH 3335233{ Set breakpoint on every command
odncobn EheH dudtoavl et log breakpaint on every command

e

acessFivels™

BBABSEEE| PUSH dodroout i
dtoa L H
Sgiggggg EHEE gugtnau; Copy to clipboard Y hosePaletten
wdtoawi ¥
AR4AZAFE| PUSH dudtoaui - PPEarance uceFinels”
BR4EZ98C | PUSH dudtoaui.@@gceiEs [ASEIT 7StartDebug: Rl
ARARTOA DS AoAdAes s =i @AARQ2EIEE MzeTT FMRskoas Y ~Eee
Fig. 5
Enter text to search for |
Thank |

v Caze sensitive

[ Entire scope

()4 | Cancel

Fig. 6
BE411151 | MOU EDH, dudtoavi.BE922AFC ASCII "™.awi™
BE411106| PUSH duwdtoawi.88923RES ASCII "Sof tware~dudtoaw i~Output_Sett ing~RipHow™
HE411376| PUSH dwdtoawi.B8322C60 ASCII "Sof tware~dudtoawi~Output_Sett ing~SplitMode™
HE411523) PUSH dwdtoawvi.BE323E13 ASCII "wrong serialnumber,program terminatet™
BE411558 PUSH dwdtoawi.B8323E48 HSCII "Thank for registration,please restart the program.”™
BE41157E| PUSH dwdtoawi.B8323E13 HSCII "wrong serialnumber, program terminatet™
BE411852| PUSH duwdtoawi.B8923E18 ASCII "wrong serialnumber, progeam terminatet™
BE411873| PUSH duwdtoawi.B8923E18 ASCII "wrong serialnumber, progream terminatet™
HE4118AE| PUSH dwdtoawi.BE923E12 ASCII "wrong serialnumber, program terminatet™
BE4118CF| PUSH dwdtoawvi.BE8923E18 ASCII "wrong serialnumber, program terminatet™
BE4118EC| PUSH dwdtoawi. 88323064 ASCII "Sof tware~dudtoavi~Output_Sett ing™
BE411914| PUSH dwdtoawi.88323E8E ASCII "FileMame""

Fig. 7

Place a breakpoint (click and then F2) on each entry (Thank and wrong message) and also
scroll to the init of this routine on 00411504 and place also a breakpoint (F2), then launch the
target (press F9), now look the behaviour, there is a first nag which tell about some limit of
unregistered version.
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Unregistered user

X]

Mote

The unregistered version can anly comvert 30%: of yaur dwd.

This is atrial wersion,only for evaluation.
The registered wersion will not display this form.

Buy it nowethe registration fee is DMLY $19.95

Fegister Buy Mow | | Later

Fig. 8

Push the Register button and fill the field with your name and fake serial but care to keep
serial length about Ox1D = 29 character (this can be deduced from CMP EDX,1D after serial
length calculation which is done by CALL 004A9F6E on 0041150D) this will be more clear later.

Register ['5_(|

Enterwour user name and serial number

User Mame:

ThundetPwr

Serial Mumber:

1234567890123456785071 23456789

K | | Cancel

Fig. 9
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When you press OK OllyDbg break on 00411504, now step int the code using F8:

[C1 File —flew Debug  Piugins

Options  Window  Heip

=]

[S==
Blex] »u] 4y

-
—

Ly 4
Address | Hew dump Disassembly
EEEEEEES | T PUSH ESI
IBB411585 . B3 FUSH EE®X
iig . 55 FUSH ESI
. BED? HMOW EBX, ECH
AR4115A91 . &R Al PUSH 1
eE411ERE|] . SECE MoL ECH, EBH
|ee411580] . E3 Sconeses CALL dudtoavi.BB4AIFEE
IBB411512| . BE42 &A MOoY ER:, OWORD PTR DS: CEE=+E81
198411515 . SBS@ F8 MOU EOX, OWORD FPTR DS: [EAX-21
IBB411518| . 93FR 1D CHMP ED:, 10 Serial must be long Bu1D = 29 char
28411518 74 B8 JE SHORT dudtoavi.2@4115e0
IQE%}}§}Q .« H3CH #OR ER, ERR

Fig. 10

Step until you reach the 00411518, if you re right compare will be and jump is taken, then
there is another check about the 5 char on your serial, this must be equal to + char in order to
avoid the bad guy message, then from EAX register value go into the memory dump window
and change the char to + (0x1D ASCII code) then:

OllyDbg - dvdtoavi.exe - [CPU - main thread, module dvdtoavi]

@File View | Debug  Plugins - Cptions  Window — Help

Blux| »n & V] 3| ~f LjE[M[T|WHE|c|s|K|B|R|.|S] ?
Address | Hen dump Disassembly CommMent
- EBE FPUSH ESI Start checking routine
BE41 1ERE £2 FUSH EBX
B@41 1508 EE FlIZH ESI
BHE41 1587 2EDY MOU BB, ECH
BE41 1582 SH @1 FUSH 1
@A411868| o SBCE MU ECH, EER
EE4115680| . ES SCEAA9EA |CALL dudtoswi.@84AIFEE
BA411512 SE43 6@ MOU EAX,OWORD PTR DS: CEEX+G@] Fointer to the entered serial
BA411515 ZEEQ F2 MU E0X, OWORD FTR DS: CEAR-21]
EE411518 S83FA 1D CHFP ED:, 10 Serial must be long Bx10 = 29 char
Ba41151E| ~74 58 JE SHORT dudtoaui.#@4115:80
Ba411510 FaCH =0R ERE, EAR
EE41151F =1 PUSH ERX
BR41 1528 =1
EA411621] . SBCE HDU ECX EEX
- 68 183E9268 PUSH dudtoaui. 88923E18 ASCII "wrong serialnumber, program terminatet™
BA411528| . ES ES82A968@ L dudtoawi.BE4A92
@a411e20| o FFIE 18724B00 CHLL DNDRD FTR DS:[<&KERNEL32 GetCurrentProcess:] CioetCurrentProcess
BA411523| . 6A @1 ExitCode = 1
BA411535| . 5@ USH EHX [hProcess
Ead41lE2e| o FFIE 20724B00| CALL DWORD PTR DS: [<&KERMEL2Z.TerminateProcess:] TerminateProcess
BR41152C| . 8073 5C LER ESI,ONORD FTR DS:[EBX+5C]
BA41152F| > 8BAG HOLU ERK.DWORD PTR DS:CESII Jumps from BE411597, BA41186E, AA411895, AE4118BC, BA41183E3, AA4)1
BE411541 ZEED FZ MOU_ED:, DWORD FTR DS: CEAX-21
EE4] 154, 8502 TEST EDX,ED:
BR41 1546 4 1A JE SHORT dudtoaui.B@g4l1562
BE4] 1648 SE42 £l MOU ERX, DWORD FTR DS: CEEX+@]
EE41 1548 SESE Fa2 MOU_ EDX, OWORD PTR DS: CEAX-21
FR41154E 8502 TEST EDO%,EDX
Ba411558|  wrd 18 JE SHORT dudtoavi.B@q41lEed
Ba41 1552 Face BOR ERH, ERR
FA411554| . 5@ PUSH ERY
B@411EE8| . E@ FUSH ERX
FA411556] . 8BCE MU ECH, EER
- 65 4B3E9208 PUSH dudtoayi. BEI2SESE ASCII "Thank for registration.please restart the program.™
EE411EE0| o ES E@22@%08 | CALL dudtoavi.@od4A9s1z
@a411562| > SBCE MU ECH, EER
EE411554| o ES CESBA98E |CALL duedtoawi.@84AB137
BE411569 g9 FOP ECH
Ba41 1557 SE FOF EEX
ER41 1558 SE FPOP ESI
BE41 166D c2 RETH
Bad41i15a0 > SA5E @5 Moy OL,BYTE FTR D5:[ERR+S] Take the 5 char from our serial and check if it is equal to Bx2B
HE411578 SEFA 2B . B42B is egual to + char
w74 24 JE: SHORT dudtoawi. B6411529 Force the + char in order to avoid the bad guy message
Ba411575] > 33CE ®OR ERE, EAR
Fig. 11
Address |Hex dump ASCII
HEESZ02E| 31 32 33 34 3528 37 38 29 3@ 31 32 22 34 35 36| 1234E+72981234E55
GEEZZ0Z2E| 37 38 39 308 31 22 33 34 35 36 37 32 39 08 AD BA| Fe98123456739, 4|

Fig. 12
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And now you ve EAX OOE93D20 ASCII "12345+78901234567890123456789".

Now there is again another check, the OxB char must be equal to + char then force it in a
similar way:

LEESREFE] > GRASE OB !HDU OL.BYTE PTR DS: [ERR+E] ! Mow there are a new check about B:B char, must be equal to BxZB
oL, ZB
SHORT, dvdroayi, 0941175 |

|CﬁP
Fig. 13

=
]

A

Address |Hex dump HSCIT

HEE2S02E) 31 32 23 34 35 2B 37Y 28 39 2@ 21 2B 32 34 35 36| 1234E+78981+3455
oUESa0a0| 37 32 33 3@ 31 32 33 34 35 36 37 38 39 00 AD BA| 789123456785, 4]

Fig. 14

then you have now EAX O0E93D20 ASCII "12345+78901+34567890123456789" next three
check is similar to this two then when you reach the 04115AF address you shuld have this
serial:

Address | Hed dump ASCII

aEuESanzAl 21 22 32 24 35 2B 3¥ 28 329 2@ 31 2B 22 24 35 25 12345472901 +3455
AacoonomEl 99 o0 g m 94 D0 oo an o DS O Do DD @mE On DOl Fad@Ed DacsTo0 Gl
GEESSDE0 37 2B 29 238 321 32 22 2B 35 36 Iy 35 29 08 AD BA) FHO01254EETE9. il
SerRERREl 2L FR AR Rl =A =22 B2 ER R S |

EAX O0OE93D20 ASCII "12345+78901+34567+90123+56789"
Well we have understand a little bit about serial structure then serial must be of this form:
HHHHH HHHHH - HH R Y A

now we can skip all other test and just save our fake serial and keep the good boy message by
using this patch (just jump to the end of this long chain text):

.~EB A& JHMP SHORT dudtoawi.@841153F
HHE411599| > SASE @B HMOU OL,BYTE PTR DS: [ERX+E] MHow there are a new check about BB char, must be equal to BxZB
EE411E9C . 2OFA 2B cH
BE41189F ~75 D4 JHZ SHORT dudtoawi.@8411E7E
EE4116A11 . 8AEE 11 MOU DL,EVTE PTR DZ: [EAX+11] Mow there are a new check about Bull char, must be equal to BuZE
EE4115R4| . SAFA 2B CHP DL, 2B
BA411EA7| «~75 CC JHZ SHORT dudtoawi.@@411575
EE4115A%) . SHSE 17 MOV DL.BYTE PTR DS:[EAR+17] Mow there are a new check about Bx17 char, must be equal to Bu2E
EE4115AC| . 2@FA 2B CHMP OL, 2B
EE4115AF|  ~EF I4@2888E | JMP dudtosui.@@4118E2
BE411564| . B3FA 41 CHMP EDX, 41

Fig. 16
Then make some step until you re able to see the registration message box on 0041155D.
Now before press again F9 go into the OllyDbg code window press CTRL+N and search for
RegQueryValueA and place a breakpoint on each entry (this will be used during registration

check which is performed on the next target startup).

Press OK and then quit from the target, now reload it on OllyDbg, be sure all breakpoint is
fired and press F9, after some time you shuld be able to reach this nice code place.
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OllyDbg - dvdtoavi.exe - [CPU - main thread, module dvdtoavi]

lEI File  Wiew Debug _Pugins - Options  Window - Help
= aal T < [ wal wonl wnl wal wal ] il RN P [y [ [y R R R e e R | [ S| mmn] T
L= || 1 L AT A Spu| | m| Em| =g - Ll B Ial il HI DD K HD R ... M W | om | F]
USSR T RS el el #aj#a] =) Tap S qE 2 EE S 2 EE S SRR 2] asmn | ]
Bddrss= | Hey dyump Diszssemhbly Commsnt
EEEEEEER | FUSH ERX phlalueSize
aad4a3s23|| . 52 FUSH EDX Ualy e
gedasssg| |, 68 4ua43200 FPUSH dudtoavi.o@ozad440 Subkey = "ZoftwaresdudtoavisOutput_Setting~FileMame™
Aa4A322E|l . 62 B1ABBESA | PUSH SHA886E1 hKey = HKEY_CURRENT_UISER

B2E « FF15 @87@4E6E| CALL OWORD FTR DS: [<&ROUAFIZZ.Regbueryllaluef>] Reafuerylaluen
HAGa=o o3
GE4E333E d
DE4a924 1 ] i LESPC] I point to our registration name
BA4A%24E 23CcH WOR ERM, ERY
BE4E0247 SAZY HMOU O, BYTE PTR DS:CEDII
Aa4a3343 SBCF MoL ECk,ED0T
BE4E224E 24FE TEST OH,DOH
AE4a2240 w«vd [l .JE SHDRT dudtoaul BEA4ED25E
GE4G334F 0 » 83C1 a1 TAGD ECH, 1
ap4p02Cc21] . 8306 61 1 ADD EAR, 1
QoAR2oCCIE 2011 Moy OL BYTE PTR DS:[ECH]
BE4E22E7 | . 24D2 TEST DL, DL
aa4a3353 || . ~7F5 F4 JHZ SHORT dudtoaui.Bd4a354F
BE4E22CE ] > e TEST ERX,EAR ERk is equal to the length of registration name
AE4A2850( ] ~BFS5 100200686 | JBE dudtoawi.B0489A73
BE4AIZET CP4424 @5 @6@; HOU DWORD FTR S5: [ESF+31, 268
BE480258 SDE424 2C S5: [EGPEC]
An4R98cF 204424 g 0 PTR SS:CEEP+2]
AR4AIETE =ic) Fi roiiaiyeSize
aa4a3374(] . 5 FUSH EDX Dalue
BE4E227E|l . B8 £4239208 | PUSH dudtoavi.B@922364 Subkey = "Softwaredudtoavi~Output_Sett ing~PathMame™
AE4ASETH] . 68 B1RERESEH PUSH SHAEGEHE1 hkey = HKEY_CURREMT_LUSER

. FF15 @ara4BEE| CALL CWORD FTR DS:[<&ADUARIZZ. ReglueryllalusA’] RegluerulalueR

BE4E22EE TEST ERH,EAR
BE4A3357 vBFSE E6E1E0EE| JHZ dudtoaui. 88489973
AR4AIZE0 207C24 @c LEA FnT RO F EOT point to our registration serial code
BE4ETET 1 33CE AR
BE4E2223 SA3Y HGU
AR4A9295 SBCF
BE4AIZIT S4FE TEST DH DH
BE4E2293 ) 74 B0 JE_SHORT dudtoaui.B@4898A7
aa4a335E|| » 8301 a1 ADD ECH 1
BE4EI29E 220 61
BEGETEAL SHil
BE4ESRT 2402 TE! T Dn_. oL
aE4a92As (| .~ 75 F4 LJNZ SHORT dudtoawvi. 88489298
ElEl4E|98FI? » B5FS 10 CHF EAK, 10 Serial length must be equal to GuiD
A ~+BFES C2018808| JHZ dudtoaui.BB4E9ATS
88489836 . BAdd424 11 MoU AL, BYTE PTR S5:[ESP+111]
BE4E22E4|] | CHF AL, 2B
BE4ASSEE (| .~ 74 BA JE SHORT dudtoaui.B@@d4@92c2
aad4a33Es|| > 2308 w“OR EAX,EAX
AE4E%sEA|] o 21C4 BC118B6EE| AOD ESF, 1180
aa4a33ca|| . BF FOF EOI
Be4e22C1(] . C3 RETH

Fig. 17 Starting registration check.

After this first simple checking about serial validity youre in 004098C2, this is a hell of
checking about serial code, then scroll down a bit until you re able to reach the routine end and

look:

FE4ASHT L] 74 BR

» 33CA HOR ERX,ERX
BE4ESAFE(] . 8104 BCl1888a) A0 ESF, 118C
BR4E9AFE(] . 5F POP EDI
BR4E9AFC(] . C3 RETH
BE4E9AF0(] > BE B18668688 | MOU EAX,1
BE4E9A32 () . 2104 BCl18aa8) ADD ESP, 118C
aa489Q232 (] .« 5F POF EDI
BR4E9A53 (. C3 RETH

Fig. 18

JE SHORT dwdtoawi.@88489R70

Now look also into the routine code, there are many RETN instruction and this sequence of
command is repeated every test well, now we have to exit from code with success then skip all
the bad exit in order to keep the right way then place this patch:

OllyDbg - dvdtoavi.exe - [Patches]

File Miew Debug RBlugins  Options  Window  Help

{44 2| | 11| Wi+ 25 ]:| | =i L|(E(M|T|W/H|C|/|KE|B|F
State old Hew
Active |JE SHORT dudtoawi.B@Ed40992E JHP SHORT duwdtoawi. 884893928
Act ive |JE SHORT dudtoawvi.B@409931 JHP SHORT duwdtoawi.@8d483921
Act ive |JE SHORT dudtoawi.B@d4@29905 JHP SHORT duwdtoawi.@@d4@9a0s
Act ive |JE SHORT dudtoawi.B@d4@9729 JHP SHORT duvdtoawi. 84895823
Aot ive | JE SHORT dudtoavi,04g9a70 | JIP SHORT dvdtosyi.@2403A7D

Fig. 19
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On the last jump located on 00409A71 we have:

B e A A e
- OllyDbe - dvdioavi.exe - [CPU- main thread, module dvdifpaws] |
R e L e L B L L L D IR R DRI

|iC |I File MWiew —Debug  Flugins  Options  Window  Heip

=l aal el w | ool wef wel oz omel ol sl b o I e S I I o P = - N | [lga] =
NN A~ "] Ta| Tal Fal A H] Tal el I Y O I O o I N ) O IR
Addrez= | Hen dumn Nisascemhblu Comment
Fesamae=1 =T T N T e e e P E e T=Taleer
| T e e

S SR Ea ) e anlid o R B Hev e R e

HHAGEEH S ]« =109 ALl 1| Hoo EsH, 1140

BE4E9AFE(] . BF FOF EDOI

AE4ESAFC() . C3 RETH

> B2 810888606 MO ERX, 1 Exit success

EEd4EsRzz(| « 28104 BClleoes ADD ESF, 116C

BE4E9A33() « 5F FOF EDOI

Ba483A53| . C3 RETH

Fig. 20

Now save all the patches and then press F9, main window appear, no nag at this time then go
straight to the About menu and choose the About option:

e
=T Tick DVD o Divee D

1Cick DWDE o Divee A 1,21

hitp: hwnnon, chodtoai. net

Licenged to ThunderPwer

[ ript
{.-’-‘-.udiu:n [ Wideao | Subhitle | |

- P ) &
"wiizard C@ Start SEH Burn od -
FEr Eof ¢F Ecl ENE FENE
BFLECLEL B FLE D) E

Cukput
ﬁE:HF‘ngr-ﬂmmi'ﬂ Click DVD to Divs Avivmovie, avi [Audio +

Fig. 21

Well mate work done program is fully registered but remid the fake serial must have some
fixed char e.g.:

11111+11111+11111+11111+11111

can be used after program patching.
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3. Serial reversing and keygenning stuff

Well, first step about registering is done, but best way to cracking is without patching or keep
patching as small as possible, obviously the best way to crack is register the target without
need of patching it. This task can be achieved by serial fishing if serial code can be retrieved
from direct inspection through the code flow during debug stage (e.g. before serial checking
right serial is pushed on the stack in a readable form then just write down it ad use later to
register application or in some case this is hardcoded then builded directly into the executable
code or some related module, like as DLL). This is really a simple situation, sligtly complication
arise when serial is not shown in clear form but it is checked from some calculation, hardest
situation is about obfuscation of verification code or packed code, hashing technique and more
complicated stuff.

About this program isn t possible keep serial by direct inspection (serial fishing) because serial
is checked after some calculation (look on the code after youve press OK button into the
registration window or just after application start-up). For this target serial checking is no
more hard and registration name is not related to the right serial composition (this is easily
shown during registration step, only the entered registration code is subject to check).

Well, now is time to reverse the serial checking routine in order to found a valid serial and
then, if you like, build a keygen for this target.

I ve choose to made analysis from the startup code (code is more compact than final check)
then we have to work from 004098DA to 00409A89.

After first checking about char delimiter +, main checking start from 004098DA, following is
the first section of a total of five section, all section is equal regard register used to make
calculation then we have to reverse the first section, other is the same.

. B91cC24 MOV ODWORD PTR SS:[ESP1,EEX
aE4a3s00|) « 897424 B4 MOV OWORD PTR 55: [ESP+41,ESI
BE4@32EL(] . 35FF ®OR EDI,EDI
BE4EI23ES|] . 33CB ®OR ERX, ERX
BE4EI3ES|] . MO EBX, ER#
BE4EIZEF (] > EFBE441E 51 'HDUSX EHX EYTE FTR 55z EESP+EBH+C] keep the EBX character into the serial code string
AE4E9SEC|) . 807424 @C A ESI DNDRD PTR SS5:[ESP+C
BE4@3gFall . 5@ PUSH EQ¥
BE4E92F1(] . B3F3 ACD ESI,EBEX
BE4E%2F2|] «  EZ2 1CFBEE0E CALL duwdtoavi.B8411414
BE4a3gFa(] . 59 POP ECH
BE4E3EF% (] . OFBEL& HMOLSH EDX,BYTE PTR DS:[CESI]
BE4EaIEFC|] .«  OFB&CE MOVEX ERX, AL
BE4EIEFF || .« BECA TEST ERX,ER=A
FE4E99E1 ) .~ P4 BE JE SHORT dudtoawi.@8489969
aE4Ea3Es| ) . 80FCIV C9 LEA EDI,OWORD PTR OS5:CEDI+EDX-371
AE4E99E7 ] .~ EB_ A4 JHMP SHORT duvdtoawi.B884@899a0
AE4E99E% | > SDFC1V D8 LERA EDI,DWORDC PTR OS:[CEDI+EDX-381
aEd@scEn|) > 83cg 8l AOD EEX, 1 Increment the counter
aE4E291a)) . 93FB 85 CHP EB¥, & Check if we hawe edamined all the fiwve character
aa4a2313) .~ 7C D2 L L SHORT dudtoawi.fB4833ER Jump if we hawe to eramine other char
aE4a3315(]1 .« SBLC24 Mo EEX, DWORD PTR S5:[ESP]
aE4a3318|) .« SBF424 B4 Moy ESI,DWORD PTR S5:[ESP+41]
BE4as31c|) .« B3FF 28 CHP EDI, 25
BE4E331F ) .~ 74 BA E SHORT dudtosui.B@846899:2E Jump if the edamined serial section is correct
BE4E3321 (] . 33CE HDR ERX, ERX
BE4E3I25 . 8104 BC1 10686 HDD ESP 1i@c
BE4E9929(1 . 5F
BE4Ea392A(1 . C3 RETN
BE4EISZE|] > 891024 MOV OWORD PTR SS5: [ESF1,EEX

Fig. 22

This is a very simple algorithm, for each section (composed of five char) each char is examined
and if this ASCII code is between 0x41 and 0x46 EAX is keep to O otherwise EXA is set to be
equal to 1, this comparison is made into the CALL inside the loop.

Bodiid4id| ey 2R4424 64 i HL BVTE FTR 55: [ESF+41] AL is egual to the current ASCII walue for the readed char
HE411412 . 3C 41 CHMP A

BE41141A(] .~ TC BA JL SHDHT dudtoaut BE411426
BEdii4ic() . 2C 46 CHMP AL, 4&
BE41141E|] o FF 86 JB SHORT dvdtoswi.B@411426
BE411426|| . BE GlEeeE8a |MOY EAX, 1 EA%=1 if char iz between A and F
BE411425(1 . C3 RETH
eE41i426() »  33CE wOR EF=, ERA ERx=8 otherwise
ga411422|L.  C3 RETH
Fig. 23
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In order to keep the serial composition simple suppose to have only number, then EAX=0
anyway.

Well if you execute the loop, after some calculation EDI keep your result which must be equal
to 0x28 = 40 dec (first section), by the way you ve also to observe:

LEA EDI,DWORD PTR DS:[EDI+EDX-30]

Is always executed due to the CALL result (EAX = 0) but also if we have only number a
subctraction to 30 from between ASCII code is equal to subctract O in a decimal way then your
check is simply the sum which follow from the first five character. From this point of view a
valid serial can be:

99994 -> 9+9+9+9+4 = 40 (0x28)

in more readable form, if you prefer, we can code also a simple VB function able to perform
this task (txtSerial is a text box which contain the serial registration code):

I WE—1 T owm = =
A LALS Ao LiloigeL

i
Dim EEBEX Az Integer
Dim EDX Az Intedger

EAY = Lsc (Mid$§ (serial, EBEX + 1, 1)) ' MOVSE ELY,BEYTE PTR S35: [ESP+EBX+C]

'CALL dvdtoavi.00411414
If {(ELY < 65) Or (EAX > 70)) Then

ELY = 0O
El=ze
ErY = 1
End If
| e e e e e e e e e e e e e e i — —— —— —— —— —
EDX = hsc (Mid$(serial, EBX + 1, 1)) ' MOWV3IX EDX,BYTE FTE D3:[E3I]

If EiAX¥ = 1 Then
EDI = EDI + EDX - 55

El=e

EDI = EDI + EDX - 45 ' 45 i=s ASCII code for =zZero
End If
EEX = EBX + 1 ' ADD EEBX,1
If EBEX < 5 Then ' CMPF EEBX,5

zoTo loopl ' JL SHORT dwdtosvi.0O04095EY
End If

" + Hex (EDI), whOEOnly, "REesult”

M=gEox "Result loop #1

10
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Well, next section is similar, there is only one difference and this reside into the comparing

check after the loop, we have:

section #1: 0x28
section #2: 0x29
section #3: Ox2A
section #4: 0x2B
section #5: 0x2C

(address 0x0040991C)
(address 0x00409972)
(address 0x004099C6)
(address 0x00409A1A)
(address 0x00409A6E)

Then a valid serial code is:

99994 +99995+99996+99997+99998

and this is valid for every used user name.

Now is time to check it on the original packed executable, before to do it uninstall and then

install again the application in order to clear previously registry information.

Register

E3

Enteryour user name and serial number

Llser Mame:

ThunderPwr

Serial Mumber:

49954+99995+99996+ 959997 +39954|

LT L O

Enteryour user name and serial number

Llger Mal 3

ThunderH

Thank For reqistration, please rest

=

art the program.

939594+995 45+ 44490 + YHHH 7/ + HHH Y

oK | |

Cancel

Fig. 25

Cya
ThunderPwr
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